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MpoxmBaeT: YensgbmHCK
IpaxaaHCcTBO: Poccus, ecTb pa3peLleHe Ha paboTy: Poccus
He roToBs K nepeesfy, roToB K KOMaHAMPOBKaM

Ctakép/mMnagLumnii cneyuanmct no MHPOopMaLMOHHOMN 30 000 » 1a pyxu
6esonacHoCcTUN

Cneyyanusayuu:
— DevOps-nHxeHep
— MMporpammuct, paspaboTumk
— CuUCTeMHBbI agMUHNCTPaTOP
— Cneuyumanuct no MHPopmMaLMOHHOM 6e3onacHoCTH
Tnn 3aHATOCTW: NOJIHAA 3aHATOCTb
dopmat paboTbl: Ha MecTe paboTogaTens, rmbpus, yaanéHHo
XenaTteneHoe Bpemsi B NyTK A0 paboThbl: HE MMeeT 3HauYeHs

MapT 2026 — Asterio-Al (co6CcTBEHHbI NPOEKT)
HacTosLee BpemAa
4 mecsua Fullstack / DevOps / Backend

asterioAl (CO6CTBEHHbIN NPOEKT)

Backend / DevOps

MpoekT: asterioAl — Be6-canT n API Al-nnatdopmbl

Meprog: 03.2026 — HacTosLee BpeMs (B aKTUBHOW pa3paboTtke) | Ponb: Backend / DevOps
https://github.com/unicorn-rm

OnuncaHwue: Pa3pabatbiBato 1 nogaepxuBato Be6-cait 1 REST API Al-nnatdopmbl Ha FastAPI,
pa3BépHyThIli Ha oTAeNbHOM production-cepBepe. CaliT MHTErpPUPOBaH C HECKObKMU
LLM-npoBaligepamu (OpenRouter, Together Al, Google Al), 0oTAaéT Nonb3oBaTeNbCKUNA NHTEpdEic n
obcnyxmsaeT 3anpockl Telegram-60ToB Yepes BHyTpeHHWIA APL.

YT0 peanvnsoBaHo:

Pa3paboTan Beb-cepBep Ha FastAPI, 3anyuieHHbI nog Uvicorn B pexxme 4 BOPKepPOB A1
napannenbHoOlM 06paboTKM 3arMpocCcoB; Kog 3aensioeH 13 Git-peno3nTopums ¢ BOCMPOM3BOANMONA
cbopkoin yepes Docker

Peanunsosan JWT-ayTeHTUdMKaLMIO NONb30BaTENEN N BHYTPEHHIOW aBTOPU3aLMi0 CepBUC-CepBIC
yepe3 INTERNAL_SECRET ans 6e30onacHoro B3aMmoAericTBumA cainTa c 6otamum

Moakntounn astToreHepupyemyto Swagger/OpenAPI-gokyMeHTaUmio A1 BCeX S3HAMNOMHTOB API
Hactpownn Nginx kak reverse proxy nepeg Uvicorn ¢ SSL/TLS (Let's Encrypt) n
HTTP—HTTPS-peanpexkTom Ans Beb-canta 1 API

OpraHunsoBan goctyn caita Kk PostgreSQL 16 yepes PgBouncer (connection pooling) n Redis-kaww ¢
fallback Ha in-memory npu oTkase — Bcé B Docker

PeannsoBan ceTeByto 6e30nacHOCTL cepeepa vepes UFW: KaxXAblli MOPT OTKPbIT CTPOro ANs
KOHKpeTHbIX IP, root-gocTtyn no SSH oTknto4éH

Hanwncan deploy-ckpunTbl Anst o6HOBNEeHUS Beb-cepBuca 13 Git 6e3 gayHTarma (pull, nepecbopka
KOHTeliHepa, graceful-nepesanyck BOpkepoB)



OkTabpb 2025 —
HacTosiLLee Bpems
9 mecsaueB

NtoHb 2025 —
OkTs16pb 2025
5 mecsaues

CeHTAbpPL 2023 —
MapTt 2025
1 roa 7 mecsues

HacTpownn aBToMaTU3NPOBaHHbIV AEN0N N OTKAT BEPCUii caliTa, a TakKe NPoBEepPKY AOCTYMHOCTA
cepBuca nocne peamsa

Crek: Python, FastAPI, Uvicorn, Nginx, Let's Encrypt, PostgreSQL 16, PgBouncer, Redis, Docker, Docker
Compose, UFW, Git, Bash, Ubuntu 22.04.

Colizeum cyber sport arena

AAMUHNCTPATOP

Colizeum Cyber Sport Arena
JOoMKHOCTL: AGMUHNCTPATOP Kyba (COTPYAHMK WTaba, paboTa No 3ameHe)

- ObecneveHe CTabUNbLHOV PaboTbl KOMMbBIOTEPHOrO K/y6a 1 BbICOKOIO YPOBHS K/IMEHTCKOro
cepBuca AN noceTuTenei.

- KoHcynbTrpoBaHme KIMEeHTOB, MOMOLLb C UTPOBbLIMW akkayHTaMu, Tapudamy, 6poHMpPoOBaHNEM
MecT 1 yciayramu kiy6a.

- KOHTpO/Ib TEXHNYECKOrO COCTOSHUSI UTPOBLIX CTaHLWIA, Nepnudepum n ceTeBoro 060pyA0BaHuUs.

- InarHocTrKa v ycTpaHeHne TexXHNYecknx HemcnpasHocTel: Npobaemsl ¢ N0, HacTponkaMm
cucTeM, nrpamm, 06opyL0BaHNEM W MOAKAOYEHUAMN.

- Hactpolika pabounx MecT, ycTaHOBKa 1 0O6HOBAEHME NPOrpaMMHOro obecrneyeHunsi, ONTUMN3aLns
NPOV3BOANTENBHOCTU KOMIMbBIOTEPOB.

- PeLeHe COXHBIX TEXHUYECKNX 1 OPraHM3aLMOHHbBIX BOMPOCOB BO BPeMSsi CMeHbl, MoAjepXaHue
6ecnepeboliHol paboThbl Knyba.

- PaboTa ¢ KAMEeHTCKNMI 0bpaLLeHNAMU, MOUCK BbICTPbIX PeLLleHni 1 noajepxaHuve
MONOXWTENIbHOrO OMblTa MoceTUTeNe.

- KoHTponb nopsigka B kybe, opraHusaums KoMGOpPTHOV UTPOBO cpeabl 1 cObtoAeHMe CTaHAapTOB
obcnyXxnBaHus.

- BzavmogelicTBure € TexHMYeCcKol KOMaHZA0M 1 pyKOBOACTBOM MO BOMPOCaM Yay4lleHUst paboTbl
Kny6a.

- CoTpyaHuk wraba Colizeum Cyber Sport Arena: HaxoxXxycb B AeliCTBYIOLLIEM COCTaBe KOMaHAbl,
BbIXOXY Ha CMeHbl B Ka4YecTBe NOAMEHHOro aAMUHUCTPaTOpPa NP HEOBXOANMOCTH.

KunéepMpaiig

AZMUVHUCTPATOpP

AAMUHNCTPATOP KOMMNbIOTEPHOro knyba «Knbepnparig»

- ObecneyeHue 6ecnepeboiiHoOM PaboTbl KOMMbLIOTEPHOrO KAy6a 1 KOHTPO/Ib COCTOSHUS
obopyfoBaHMs.

- BcTpeua v obcnyxmnBaHme KIMEHTOB, MOMOLLb € perucTpatueri, 6poHNPOBaHNEM MECT U UTPOBbLIMM
aKKayHTamu.

- KoHcynbTrpoBaHue nocetuTeneri no ycnyram kiayba, Tapndam n JoNoAHNTENbHbIM
npeAoKeHNS M.

- PaboTa c Kaccoii, NpoBeAeHVe pacyeToB, BejeHe yyeTa noceLleHnr 1 onnart.

- KoHTponb nopsigka B 3ane, peLleHre BO3HNKAOLWMX BONPOCOB U KOHGANKTHBIX CUTYaLMIA.
- Hactpolika pabounx MecT, ycTaHOBKa NporpaMMHOro obecrieyeHuns 1 6a3oBoe ycTpaHeHue
TEeXHNYECKNX Henosajok.

- NMoaaep>kaHve BbICOKOTrO YPOBHS KIIMEHTCKOro cepBmrca 1 KOMPopTHoOM aTmocdepbl As
noceTutenen.

- B3anmogeincTBme ¢ KOMaHAoM 415 3dpdeKTUBHOW opraHm3aumm paboTbl kayba.

BrainFox
NHpopMaLIMOHHbIE TEXHONOMMW, CUCTEMHAsA UHTerpaLus, UHTEpPHeT
* PaspaboTka NnporpaMmMHOro obecneveHus



PaspaboTtuunk

BrainFox — Beb6-cTyams
JomxHocTb: BegyLimin pa3spaboTymk KOMNaHnm

- PykoBoacTBO NpoLeccom pa3paboTkm Be6-NPoeKTOB: co3jaHue caiToB, pa3paboTka apxXmTeKTypel,
dyHKLUMOHaNa 1 TeXHNYEeCKNX peLleHnii Nog 3agayn KINeHToB.

- MpoekTnpoBaHMe CTPYKTYpbl CANTOB, y4acTue B CO3A4aHNN AN3aNHOB 1 Yay4LLEHNN
Nnofb30BaTeNbCKOro MHTepdeica.

- Pa3paboTka 1 BHejpeHMe HOBbIX peLleHUiA, KOHTPOb KayecTBa KOJa U COOTBETCTBME NPOeKTOB
TpeboBaHNSAM K/MEHTOB.

- BzaumogelicTBue ¢ 3akazumkamu: cbop TpeboBaHWIA, aHann3 3agay 1 NOAroToBKa ONTUMAabHbIX
BapVaHTOB peanmsauunn.

- OpraHusaumsa paboTbl KOMaHAbl pa3paboTku, pacnpeeneHne 3a4ay 1 KOHTPO/Ib CPOKOB
BbIMONHEHNS MPOEKTOB.

- YyacTure B CO34aHNN BHYTPEHHel CTPYKTYPbl KOMMNaHN, POPMUPOBAHUIN Paboumnx NpoLeccoBs n
CTaHAApPTOB pPa3paboTKu.

- Pa3paboTka 6a3bl 3HaHWI 1 06yYeHMe HOBbIX COTPYAHWKOB, MpOBeAeHe BBOAHbBIX 0ByUatoLLX
MeponpuUATHIA.

- OpraHusaLmsa KOMaHAHbIX BCTpey 1 c6opoB, nojaepxaHue 3¢pdekTMBHON KOMMYHUKaLUU Mexay
oTAenamu.

- YyacTue B pasButuin bpeHaa KOMNaHum, CoO34aHNN GUPMEHHbBIX PeLLUeHN 1 yayYLleHnn
BHYTPEHHMX NPOLLeCCoB.

CpeaHee cneunanbHoe

2027
CpepgHee
cneuvanbHoe
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2025

2025

2025

2025

Uensa6MHCKNIA paanNoTeXHNYECKNIA TEXHNKYM
3, KomnnekcHoe obecneyeHne NHGOPMaLMOHHOW 6€30MacHOCTY aBTOMAaTU3MPOBAHHbBIX CUCTEM

basoBbin Kypc no TectTupoBaHUIO Ha NPOHUKHOBeHUe - Pentest
FBMNOY YenabuHcknin pagnoTexHu4ecknii TexHnkym, Nb, baszoBblii Kypc no TecTMpoBaHMIo Ha
NPoHMKHOBeHWe - Pentest

ba3oBbIiA KypcC pa3pa60TKe B c¢epe GameDev
IBMNOY YenabuHckMin pagnotTexHn4ecknii TexHnkyM, Pa3paboTka, ba3oBhblili Kypc pa3paboTke B
cpepe GameDev

ba3oBbIn KYpC CUCTEMHOI0 aAMUHUNCTPUPOBAHNA
FBMNOY YenabuHckmin pagnoTexHU4ecknii TexHnkyM, CUCTeMHbIV agMUHUCTpaTop, ba3oBsbili Kypc
CYCTEMHOro aZMVHUCTPUPOBAHMS

Ba3oBbIi Kypc IHpopmaLmoHHOI 6e30nacHOCTN
FBMNOY YenabuHcknii pagmnotexHmuvecknii TexHnkym, Nb, basosblin kypc IHpopmaLmMoHHOM
6e3oMmacHoCcTn

ba3oBbIli Kypc pa3paboTke Ha python
IFBMNOY YenabuHcknii pagmnotTexHU4ecknii TexHnkyM, PaspaboTka, ba3oBhlIli Kypc pa3paboTke Ha
python

Bba3oBbIli Kypc pa3paboTke Ha c#
rBroY YenAabuMHCKUI pagnoTexHNYecKni TeXHUKyM, PazpaboTka, ba3oBblI Kypc pa3paboTke Ha c#



2021

2026

2026

2026

2026

2026

2026

2026

3HaHWe A3bIKoB

HaBblkn

060 MHe

IT o6pa3oBaHue
Akagemus TOIM, Pa3paboTka Be6-caiToB, NPUAOXKeHUIA, python, c++, c#, TeCTUpoBaHWe CepBUCOB,
nHdopmMaLmoHHasa besonacHocTb, gamedev, UX/UI ansaiiH

JNlabopaTopwms no TecTUpoBaHUIO Ha NpoHuKHoBeHUe TryHackMe
TryHackMe, Pentest - Red team and Blue Team

Cybersecurity Fundamentals/IBM-SkillsBuild - ceptn¢puxkauus +
630K

Fortinet Certified Fundamentals Cybersecurity/Fortinet -
cepTudmkayma + 6ampK

ISC2 Candidate/ISC2 - cepTudpunkauymns + 63max
Introduction to Cybersecurity/Cisco - ceptnédpunkauusa + 63mnax

Introduction to the Threat Landscape 3.0/Fortinet - cepTtu¢unkaumns +
63K

Technical Introduction to Cybersecurity 3.0/Fortinet - cepTtu¢pukauymns +
631K

Pycckumin

AHTNUACKNY 93bIK  ALMUHUCTPUPOBAaHME CepBepPOB

AAMVHACTPMpPOBaHMeE ceTeBOro obopyaoBaHns  TecTMpoBaHWe 6e30MacHOCT
YcraHoBka N0 3awuTta nepcoHasbHbIX 4aHHbIX  Unix

AyauT nHPopMaLMOHHOW 6e30MacHOCTU

PaspaboTka noanTukm nHGopmMaLMoHHOM 6e30nacHOCTH

YnpaBneHve HpopMaLmnoHHoi 6e3onacHocTbio  Docker-compose YL VipNet
HCA "SecretNet" HCZA Dallas Lock VipNet T1AK"Cobonb"  Kaspersky
PyuHoe TecTupoBaHue  Flrewall O6cnyxmBaHume MK

ObecneueHrie aHTUBUPYCHOW 3alnMTbl  AHanu3 TpeboBaHuiA

Pa3paboTka BHyTpeHHel JOKyMeHTaLum

CTyaeHT 3-ro Kypca no HanpasneHuo «/HGopMaLMOHHas 6€30MacHOCTb» C NMPaKTUYECKNM OMbITOM
B pa3paboTke, IT-npoeKkTax 1 3amnycke COBCTBEHHbIX MHULMATUB. AKTVBHO Pa3BMBaOCh B CMEXHbIX
HanpaBneHuaX: KnbepbesonacHOCTb, NCKYCCTBEHHbIN MHTennekT, backend-pa3paboTka,
Beb-pa3paboTka, DevOps n agMUHUCTPUPOBaHNE NHOPACTPYKTYPbI.

Vimero onbIT paGOTbI B CTapTanax, y4actund B pa3pa60TKe n pasBnTnn IT-I'IpOEKTOB, a TakKXe BegeHndA
COBCTBEHHOTO npoekTa C NO/IHbIM Norpy>XeHmnem B NpoLeccbl pa3pa60TK|/|, opraHmsaunn n



ynpasneHusi. 061ajato HaBbIKaMX MPOrpaMMUPOBaHKS, MPOEKTUPOBAHUS Be6-peLLeHui, paboTbl
COBPEMEHHbIMY TEXHOMOMSIMU Pa3paboTKX 1 MOCTPOEHMSI TEXHNUECKO MHPACTPYKTYpbI.

Nmeto MHOXeCTBO NpodeccroHanbHbIX CepTUPMKALMNIA, MOCTOSIHHO M3yYako HOBble TEXHONOTN 1
MPVIMEHSII0 NOJTyYeHHble 3HaHWUSA Ha NPakTKKe. YBePeHHO paboTato ¢ TEXHMYECKON JOKyMeHTau e,
BNIAZEH0 aHTINACKM A3bIKOM Ha XOPOLLEM YPOBHE, YTO MO3BOJISIET N3yYaTb MeXAYHaposHble
MaTepuanbl N 3¢PeKTVBHO paboTaTb C COBPEMEHHBIMU UMHCTPYMEHTaMMU.

O6nagato BbICOKOW MOTMBaLMER K Pa3BUTUIO, 6ONbLINM NHTEPECOM K CO34aHUI0 MOME3HbIX U
MaclWTabrpyeMbix peLleHunii. My BO3MOXHOCTb MPONTU CTaXUPOBKY WY 3aHSATb MO3ULMI0
HauMHaoLLLero CrneLmranncTa, ra4e CMory NpUMeHUTb CBOW 3HAH WS, MPUHOCUTL MOJIb3y KOMaHZE U
pa3BuMBaTbCS MOJ PYKOBOACTBOM OMbITHbLIX CMELManncToB.



